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EnRole is a high-performance and profoundly configurable 
RADIUS server. It enables Authentication, Authorization, 
and Accounting (AAA) to be centralized, by providing 
standards-based access control and security for mixed 
access networks – including mobile, wired, and wireless 
networks.

EnRole enables Carriers, Internet Service Providers, and 
fully networked enterprises to centrally manage the AAA 
functions for their network users. Because of its extensi-
bility EnRole is also ideal for System Integrators and OEMs 
of network equipment.

Whether for a small or large organization, EnRole fits your 
organization needs with a scalable deployment supporting 
tens of thousands of devices.

AN EXTENSIBLE AND SCALABLE RADIUS: ENROLE

With-in EnRole you will be able to monitor your clients 
authentications and failures with a clear interface. You 
will also preview information about the clients retrieved 
from the Radius attributes.

REPORTING CAPABILITIES
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EnRole gives organizations the ability to provide strong 
authentication using 802.1x enforcement for their 
wireless networks. In addition to this, organizations can 
provide guest access to their clients with standards-based 
PAP/CHAP authentication.

EnRole supports different back-end databases such as 
Oracle and PostgreSQL in order to authenticate users.

POLICY MANAGEMENT WITH ENROLE

Figure 2: EnRole Architectural Use Cases
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Radius data has a wealth of valuable information for orga-
nizations and often it's quite hard to retrieve and benefit 
from this data. EnRole has a built-in plugin architecture 
letting organizations to process this data in various ways. 
For example, with EnRole you can trigger API calls to 3rd 
party services when a client gets authenticated or send 
information about your clients regarding their usage data. 
With its plug-in architecture and API, EnRole reveals its 
difference from legacy AAA solutions.

PLUG-IN ARCHITECTURE

KEY FEATURES

• Role-based network access enforcement
• High performance
• Vertical and horizontal scaling
• High availability behind load balancer
• Virtualization on ESXi
• Support for different authentication / authorization 
sources (LDAP, SQL dB)
• Reporting of user authentications and failures 
• Plug-in architecture 
• API support

SPECIFICATIONS

• RADIUS AAA services
• Support for PAP and CHAP
• 802.1X
• Authenticate from an SQL server or LDAP
• Reporting features
• MAC Authentication
• Support for RFC Standards: 2865, 2866, 3576, 3580
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